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	[bookmark: _heading=h.gjdgxs] Abstract 
In the past decade, passive optical networks (PONs) have gained prominence as a leading option for next-generation broadband access. Concurrently, machine learning (ML), particularly deep learning, has become a pivotal technology for addressing complex classification and prediction challenges. Generally, major security threats in the network due to malicious ONUs are interception and eavesdropping on data, service disruption through degradation of service (DoS) attacks, impersonation and spoofing, excessive traffic causing network congestion and resource exhaustion, compromising encryption and authentication, and physical layer disruptions. ML has been promoted as a comprehensive solution for intelligently managing network operations and resources to meet demands in PON’s security. However, similar to its other networks, ML can be used in PON to address specific security issues, and several challenges must be overcome to advance machine learning models from research to production. Utilizing the validated efficiency of the Light Gradient Boosting Machine (LightGBM) for managing datasets of high dimensionality along with uneven, we have been effectively developed and optimized a LGBM model to evaluate three performance metrics; accuracy, precision and Matthews confusion matrices (MCC). The dataset exhibits unique distinguishing features. The detection of malicious ONUs revealed that the LGBM and NB algorithms achieved impressive accuracies of 95.27% and 88.53%, respectively.
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INTRODUCTION 
Passive Optical Networks (PONs) have emerged as a premier approach for alleviating access congestion challenges in recent years. Their capability to deliver higher transmission speeds, guaranteed consistent quality of service (QoS), and cost effectiveness has solidified their position as the leading fiber-access network option [1-6]. It functions through tree topology. that connects one point to multiple endpoints providing user access. In a standard time-division multiplexing (TDM) PON configuration, an optical fiber is passively branched by an optical power splitter, allowing a single fiber routed traffic exchange in the connection linking the optical line terminal (OLT) and the optical network units (ONUs) [7]. Typically, the communication channels connecting these two elements utilize distinct wavelengths, specifically 1310 nm and 1490 nm are used for transmissions in the upstream direction.
Due to the inherently passive design of the PON network, it offers a high level of security, creating substantial difficulties for any potential attackers attempting to intercept the optical signal [5]. For example, Gigabit PON (GPON) incorporates security measures like data encryption, identity authentication, and key management, along with other functionalities. However, recent studies have shown that attackers have devised multiple techniques, including splitting and bending attacks, to illicitly access a PON network [8]. This setup can potentially be exploited by malicious entities aiming to disrupt the standard operations related to the ONU within the medium access control (MAC) layer. In these scenarios, rogue ONUs might intercept sensitive information intended for other ONUs, which could result in stealing information.
Every ONU is required to comply and function in accordance with the dynamic bandwidth algorithm (DBA) agreement, which might lead to network vulnerabilities that potentially undermine the security of the DBA mechanism. Avoiding this is crucial for optimal GPON functionality. During the DBA process, a degradation attack attempts to acquire additional bandwidth at the expense of other ONUs rather than causing a complete disruption of GPON operations. Nevertheless, countering degradation attacks remains a difficult challenge.
Numerous strategies have been suggested in scholarly literature to counter such network threats. For instance, one method to mitigate the IP spoofing and DOS attack involves labelling network packets and tracking their origin at the perimeter routers. Another method is to block out these spoofed packets at the perimeter routers using hop limit or time to live  filter as criteria [9].
Given that PON operates within access networks, whereas its DBA operates primarily within the medium access control layer, a denial of service  attack directed within the network and transport layers would notably increase traffic frames in both the downstream and upstream links of a PON [10]. Several other potential attacks include IP Spoofing, routing attacks, selective forwarding attacks, session hijacking attacks, port scanning attacks and distributed denial-of-service attacks.  Specifically, an ONU under attack will experience a heightened demand for bandwidth in the upstream shared link. The increased bandwidth demand will decrease the bandwidth available to other normal ONUs. A typical dynamic bandwidth allocation (DBA) scheme for managing upstream bandwidth often falls short in addressing this situation.
The high accuracy of predictions when machine learning methods with real traces are employed in NG-EPON for detecting network traffic have been illustrated in [11]. The proposed approach utilizes a single Long short-term memory (LSTM) model at the location of the Optical line terminal (OLT) for forecasting the bandwidth requirements of all ONUs under various network loads. It was demonstrated that applying machine learning algorithms for traffic prediction enhances performance in the context of NG-EPON. This success was mainly attributable to the ability to gather and utilize knowledge effectively. This method demonstrates that high-performing, intelligent communication strategies can significantly enhance or potentially replace traditional network control in the near future.
Additionally, [12]  proposed an intelligent approach for classification and prediction within Passive Optical Networks. The authors introduced an advanced classification technique that autonomously and incrementally predicts and categorizes future traffic into various types using LSTM and GRU models.
Similarly, [13] sought to illustrate the detection and classification of events within the PON applications for network traffic monitoring by incorporating Long Short-Term Memory (LSTM) with (a) an ensemble classifier and (b) a neural network respectively. Also, [14] focused on demonstrating fault detection in Passive Optical Networks by applying a Support Vector Machine (SVM) classifier.
Most traditional Dynamic Bandwidth Allocation (DBA) algorithms, with only a few exceptions, lack security awareness and tend to overlook potential network attacks, hence security has become an emerging topic in optical access networks. For example, notable studies on secure bandwidth allocation algorithms such as Drakulic et al. [15] and Fadila et al. [16] do not incorporate machine learning (ML). Rather, security measures, including threat detection and mitigation techniques rely on collision monitoring per ONU. This approach identifies only the ONU with the least collisions as a measure of potential threat and impose penalties accordingly.
In summary, the results from studies relating to machine learning methods applied in PON models have potentials that are outlined as follows:
1. Supervised learning techniques are commonly used. While KNN, SVM, and Bayesian algorithms have witnessed increased research attention given their prevalence in many studies, limited studies are available on PON models.
2. Most of the supervised learning methods consistently achieve high mean accuracies, exceeding 90% in detection effectiveness across different assessment criteria.
3. In PON implementations, the majority of studies have utilized SVM and DT methods.
4. Different kinds of datasets have been employed. Certain studies have utilized data from online sources like Kaggle, whereas some have generated datasets through flow generation methods for use with machine learning algorithms.
5. No studies have identified the main attributes of flow records in PON (including priority and action attributes) for all types of datasets employed in existing machine learning approaches.
6. Precision, recall, and F1-score are the primary frequently employed evaluation metrics for assessing the performance of ML algorithms in most research. Conversely, accuracy and execution time are rarely utilized performance measures.
These studies provide a detailed overview of various security threats to PON, including eavesdropping, DoS attacks, masquerading, and service theft (ToS). Some DoS attacks on PON involve injecting light signals from a remote node (Splitter/Combiner) at the physical layer which can only be countered with physical layer defense mechanisms. However, these attacks are highly focused and specialized, making them very hard to detect. In this research, we examine the effect of a DDoS attack on upstream direction outcomes. Because Upstream bandwidth is controlled in real-time using a DBA approach, this work presents a protected DBA approach designed to mitigate the effects of DDoS attack on PON that complies with the service level agreement (SLA). These are regarded as the key advantages of PON. However, PON can be affected by various types of security attacks, which may degrade network effectiveness in terms of efficiency and optimization. Additionally, PON security attacks arise from the effect and modification of particular attributes such as priority and action. Furthermore, the application of machine learning algorithms in the identification and classification of ONUs have gained increased importance. However, there are no works that address the identification, classification, and mitigation of different types of security attacks using ML algorithms in PONs.
Additionally, using Borderline-SMOTE after data processing is a novel approach that can further refine a model's performance on imbalanced datasets, especially after an initial model has been trained. This method focuses on adjusting and enhancing the model's predictions by generating synthetic samples specifically in regions where the model misclassifies minority class instances. 
It is an effective strategy for handling class imbalance, particularly when the initial model has difficulty with minority class instances near the decision boundary. By generating synthetic samples in these critical regions and re-training the model, better classification performance through improved recall and more balanced precision can be achieved, ultimately leading to a more robust and reliable model.
This paper explores the application of Naïve Bayes (NB) and Light Gradient Boosting Machine (LightGBM) algorithms for the detection, classification, and mitigation of Denial-of-Service attacks in PON. To enhance the performance of the attack detection system, borderline SMOTE is utilized. A range of evaluation metrics is employed to measure the efficiency and effectiveness of the suggested algorithms. The key contributions of this paper are as follows:
1. Introduction of Extremely Fast Detection NB and LightGBM ML algorithms for attack detection in PON.
2. [bookmark: _Hlk177259071]Application of NB and LightGBM ML algorithms for detecting and classifying DDoS attacks.
3. Utilizing varying numbers of ONUs algorithms to pinpoint and categorize malicious ONUs.
4. Using execution time, accuracy, precision, F1-score and recall as evaluation criteria to measure the effectiveness of the proposed methods.
5. Based on the current understandings, this is the first attempt to use ML methods to identify and classify malicious ONUs.
The rest of this paper is structured as follows: Section II reviews related work on machine learning algorithms applied in the PON domain. The proposed methods are outlined in Section III. Section IV provides a detailed account of the experimental findings and discussion. In the end Section V concludes the paper and highlights future directions.

METHODOLOGY
The model proposed throughout the study consists of two primary stages: detection and classification. Figure 1 illustrates the proposed model for identifying and classifying malicious ONUs. The initial phase involves distinguishing between malicious and normal ONUs. In this phase, the algorithms assess the impact of a DDoS attack to monitor the behavior of ONUs. Features of a DDoS attack, such as bandwidth usage, are crucial for distinguishing between normal and malicious ONUs. Consequently, the results from these feature-checking methods determine whether the ONUs are normal or malicious. Normal ONUs is passed directly, while malicious ONUs is sent to the next phase for further classification. The algorithms proposed for detecting malicious ONUs, the SVM algorithms, [image: ]were developed and implemented to boost their effectiveness regarding accuracy and execution time. Figure 1. The proposed model for identifying and classifying ONUs

The SVM algorithm was selected because it has demonstrated strong performance in prior research across various PON applications [19]. Figure 1 shows the algorithmic steps employed in detecting malicious ONUs. Additionally, the processes included in the detection stage can be outlined as follows.
1. Execute and operate the method.
2. The method examines the characteristics of ONUs.
3. The method distinguishes between normal ONUs and malicious ONUs.
4. The malicious ONUs is forwarded to the classification algorithm.
The second stage of the proposed framework involves the classification of ONUs. In this stage, the DDOS attacks identified during the detection stage are analyzed by an algorithm to assess the behavior of the ONUs. The three characteristics of ONUs are priority, bandwidth, and time. Once the checking process is complete, the ONUs is classified. Figure 1 also shows how the LightGBM algorithm is used to classify malicious ONUs. The procedure involved in the classification stage can be outlined as follows:
1. Execute and operate the LightGBM classifier method.
2. The method starts by detecting malicious ONUs.
3. The method examines the priority and bandwidth usage of each ONU. 
It then classifies the types of ONUs based on the features assessed in step 3.

Gradient Boosting Algorithm  
Gradient boosting is a type of ensemble learning method. Unlike the Naïve Bayes method, where models are created independently, ensemble boosting builds models sequentially, iteratively reducing the errors of previously learned models [18]. It develops a predictive model by combining M additive tree models (f0, f1, f2, . . ., fM) to forecast the outcomes (Eq.1).
	
	(1)


The tree ensemble model is optimized by minimizing the expected generalization error L, as described in (Eq.2).
	
	(2)


L represents a loss function that quantifies the difference between the target value  and the predicted value  for a given data point. There are three main motivations to use an ensemble-based approach.
Statistical: Merging and averaging multiple learners leads to improved simplification in data learning, thereby minimizing the likelihood of selecting unsuitable classifiers.
Computational: Throughout the learning process, it is computationally challenging for a method to find a local optimum to effectively learn the optimal depiction of the data, such as decision boundaries. For example, neural network use gradient descent algorithm to reduce the loss function during training to learn the optimal model. In this scenario, the local search has just a single starting point. Ensemble algorithms provide the benefit of having various initial aspects for the local search. This can offer a more precise estimate of the actual functionality, such as the decision boundary, compared to a single classifier.
Representational: In some instances, a single classifier might find it challenging to grasp a decision boundary that effectively separates different classes, or the decision boundary might be highly complex. This is where ensemble-based learning offers an advantage, as it provides various decision boundaries learned from different classifiers [20]. Hence, employing ensemble gradient boosting enhances the robustness of classifiers and reduces both their variance and bias. Boosting techniques inherently reduce failures by minimizing the shortcomings of individual classifiers while simultaneously enhancing their strengths. As a result, a more robust model may be generated. In this study, we employ the LightGBM , a highly effective gradient boosting algorithm. LightGBM represents an innovative approach in the gradient boosting family.

Light   Gradient Boosting Machines
LightGBM [21] is an alternative gradient boosting method that utilizes a leaf-level approach to build trees in a vertical manner. The leaf that achieves the greatest loss reduction is chosen for splitting and expanding the tree. LightGBM employs a method based on histograms to identify the most effective divergent applicants. To enhance the training process, LightGBM employs a sampling technique known as Gradient-based One-Side Sampling (GOSS) to highlight the significance of data samples. The key role is to focus on data samples with larger gradients while disregarding those with smaller gradients [20-26]. The assumption is that data with small gradients have fewer errors and are therefore already well-trained.
Thus, GOSS suggests disregarding these less-informative data points and using the remaining ones to calculate the information gain when determining the best splits. However, this approach can lead to bias towards samples with larger gradients and alter the original data distribution. To tackle this problem, GOSS utilizes random sampling for information with minimal gradients while retaining all data points with significant gradients. As the sample tends to favor Information showing marked gradients, GOSS adjusts by increasing the weights (i.e., using a fixed coefficient) of the information points with minimal gradients while calculating information gain. Additionally, LightGBM employs the distinctive feature grouping algorithm to tackle data sparsity issues. It merges mutually exclusive features in an almost lossless way, thereby reducing the number of features while retaining the most informative ones. It enables handling of unevenly distributed data. Its fundamental design facilitates it to tackle data imbalance through the Gradient-based One-Side Sampling (GOSS) method. GOSS prioritizes information samples with higher error (i.e., challenging cases or minor classes in this context) because it considers that samples with lower error are already well-trained and require no further training. Another benefit of LightGBM is its capability to handle high-dimensional data, which is common in sentiment analysis problems. This is achieved by employing the "Exclusive Feature Bundling" method, which decreases the quantity of features while preserving the efficient ones.
The operation of LightGBM is illustrated by the algorithm depicted in Figure 2. Additionally, it has been shown that LightGBM achieves quicker convergence than other algorithms within the gradient boosting framework. As a part this study, we adopt the identical hybrid method, expected to be detailed in the section on related work. We develop an LightGBM classifier to differentiate between ONUs (i.e., normal and malicious). The performance of classifiers is widely recognized as being highly dependent on the features used for training. Throughout this research, our goal is to accomplish the following.
1. Develop a classification model using LGBM to analyze ONUs affected by DDOS attacks in terms of bandwidth utilization.
2. Examine how the proposed features perform on our dataset.
3. Explore the correlation between normal and malicious ONUs derived from our dataset.
4. Compare LightGBM with another classifier, specifically Naïve Bayes.
5. Assess the effectiveness of the analysis
We outline the additions of this study as follows.
1. Create a cutting-edge LightGBM-based model for analyzing DDOS attacks on ONUs.
2. Perform thorough assessments and comparisons of various classification algorithms using various feature subsets through a series of experiments conducted on our dataset.

ALGORITHM: [image: ]
Figure 2 LightGBM Training Procedure
Naïve Bayes
The Naive Bayes algorithm, named after the 18th-century British mathematician Thomas Bayes, is a straightforward probabilistic classifier that determines probabilities by analyzing the occurrence and patterns of attributes in a specified dataset. The algorithm applies Bayes' theorem and supposes that the variables are mutually exclusive when considering the value of the class variable. This assumption of contingent autonomy is seldom true in real-world scenarios, which is why the algorithm is termed "Naive." However, it generally learns quickly across a range of controlled classification tasks [27]. Bayes theorem provides a method for calculating probabilities when certain conditions are known as in Eq 3 and Eq 4.
	=
	(3)



	
	(4)


Where P(A|B) represents the probability of event A occurring given that event B has occurred.
P(A) is the probability of event A occurring.
P(B|A) is the probability of the occurrence of event B when event A occurs,
P(B) is the probability of event B occurring. The concept behind the Naïve Bayes algorithm is to determine the posterior probability of a data instance   in a class  in belonging to a class within the data model.
[bookmark: _Hlk171419996]The posterior probability P (|) represents the likelihood that ti can be assigned the label cj.
 P (|) can be determined by multiplying the probabilities of all attributes of the data instance within the data model.
	=
	(5)


Where P represents the number of attributes in each data instance. The posterior probability is computed for all classes, and the class with the maximum probability is assigned as the label for the instance. The flowchart for this algorithm is shown in Figure 3.

ALGORITHM:
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Figure 3 The Naïve Bayes algorithm Training Process
RESULTS AND DISCUSSION
This section discusses the implementation of Naive Bayes and LightGBM and analysis of the performance of these models based on evaluation metrics.

Implementation and Analysis
[bookmark: _Hlk173917472]This work uses OMNET++ simulated data network comprising 64 ONUs and one OLT with a fiber distance of 40 km in the ODN. All the models were trained on a synthetic dataset that was created to train a classifier to detect malicious ONUs within a PON based on their bandwidth usage patterns. This dataset includes bandwidth demand profiles from ONUs recorded under normal conditions and during simulated attacks. The response variable for the binary classification is labeled as 0 for normal ONUs and 1 for malicious ONUs. Predictive features include each ONU's average and peak bandwidth demands. Data cleaning involved removing outliers from the bandwidth data. During the simulation, ONUs was labeled as either malicious or normal based on their behavior in attack scenarios.
The Accuracy, Precision and MCC of the proposed methods are computed using the formula given by Eq. 6, 7 and 8 respectively.
	Precision =
	(6)



	Accuracy = 
	(7)



	MCC= 
	(8)


The initial model used for analysis is Naïve Bayes. The model produces predictions based on the validation set. Three distinct metrics were computed for the predictions generated by the model: Precision, MCC, and Accuracy. The Naive Bayes classifier achieved a precision of 81.185%, an MCC of 80.503%, and an accuracy of 88.359% using the validation data. Subsequently, the same trained model was used to estimate the labels for the test data. The values for True Positives (TP), True Negatives (TN), False Positives (FP), and False Negatives (FN) can be determined by plotting the confusion matrix comparing the actual predictions with the values predicted by our model, as shown in the table. The initial model used for analysis is Naïve Bayes. The model produces predictions based on the validation set. Three distinct metrics were computed for the predictions generated by the model: Precision, MCC, and Accuracy. The Naive Bayes classifier achieved a precision of 81.185%, an MCC of 80.503%, and an accuracy of 88.359% using the validation data. Subsequently, the same trained model was used to estimate the labels for the test data. The values for True Positives (TP), True Negatives (TN), False Positives (FP), and False Negatives (FN) can be determined by plotting the confusion matrix comparing the actual predictions with the values predicted by our model, as shown in the table.
The detailed results of the confusion matrix include True Positives (TP=31). The confusion matrix offers a detailed breakdown of the classifier's performance by displaying actual versus predicted classifications, with True Positives (TP=31). The model accurately identified 31 instances as positive. True Negatives (TN=16). The model accurately predicted 16 instances as negative. False Positives (FP=5) were incorrectly predicted as positive, while False Negatives (FN=0) were incorrectly predicted as negative, as illustrated in Figure 4.
The high count of true positives and true negatives indicates that the model is effective at accurately identifying both positive and negative cases. The occurrence of 5 false positives indicates that the model occasionally misclassifies negative instances as positive, highlighting a potential area for improvement. The lack of false negatives strongly indicates that the model is highly effective at identifying all positive cases, which is crucial in scenarios where missing a positive instance could be costly or dangerous (e.g., medical diagnoses).
ROC CURVE: The ROC curve demonstrates the balance between sensitivity and specificity by plotting the true positive rate against the false positive rate at various threshold settings, illustrating the trade-off between sensitivity and specificity.
AUC (Area under Curve=0.88): The AUC value of 0.88 indicates that the model has good discriminative ability as shown in figure 5.A model with an AUC closer to 1 is considered excellent, while an AUC closer to 0.5 suggests no discriminative power.
These Performance Metrics are calculated. The bar charts provide a summary of key performance metrics: Accuracy, Precision, and MCC (Matthews Correlation Coefficient) are shown in Figure 6.
Accuracy: The high accuracy value demonstrates that the model is reliable in its predictions.
Precision: The precision value indicates the model's effectiveness in minimizing false positives, which is particularly important in scenarios where false positives are costly.
MCC: A high MCC score indicates a strong overall performance, accounting for true and false positives and negatives. This is useful for a comprehensive perception of the model’s performance.
From the above discussion it is observed that the LightGBM model demonstrates excellent performance across all evaluation metrics. High TF and TN Rates indicate the model's ability to correctly classify both positive and negative cases. Low FP Rate suggests effective minimization of incorrect positive predictions as shown in Figure 7. No FN highlights the model's reliability in capturing all positive instances. The model’s outstanding discriminative ability is further highlighted by AUC of 0.95 as shown in Figure 8 . High Accuracy, Precision, and MCC Scores as shown in figure 9 Confirm the model’s robust overall performance.
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Figure 4 Confusion matrix for actual class   and predicted class detection
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Figure 5 ROC for Naïve Bayes  (NB)Classifier  with AUC 0.88 for ONU fault
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Figure 6 Performance Metrics of Naïve Bayes  (NB) Classifier for ONU Fault Detection: Accuracy, Precision, and MCC
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Figure 7 Confusion matrix for actual class and predicted class
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Figure 8 ROC for  LightGBM Classifier  with AUC 0.95 for ONU fault detection
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Figure 9 Performance Metrics of LightGBM Classifier for ONU Fault Detection: Accuracy, Precision, and MCC




CONCLUSION
This study evaluates the classification of normal and faulty ONUs using LightGBM and Naive Bayes (NB). It also compares the performance of LGBM, an advanced classification method, against NB, one of the earliest classification algorithms, demonstrating that LightGBM achieved superior scores. The findings indicate that the LGBM classifier outperforms others in terms of accuracy, precision, and Matthews correlation coefficient (MCC). LightGBM excels in addressing class imbalance issues, delivering the best results with a detection accuracy of 98.49%, outperforming NB. LGBM shows robustness in accuracy, precision, and MCC, achieving the highest scores among the evaluated techniques. Future work could explore the impact of varying dosage levels on classification performance. To the best of our knowledge, this is the first effort to apply machine learning algorithms for detecting and classifying the nature of ONUs.
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